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ABSTRACT
Ethics and privacy issues have been recognized as important fac-
tors for acceptance and trustworthy implementation of learning
analytics. A large number of different issues has been recognized
in the literature. Guidelines related to these issues are continuously
being developed and discussed in research literature. The aim of
this research was to identify patterns of co-occurrence of issues
and guidelines in research papers discussing ethics and privacy
issues, to gain better understanding of relationships between dif-
ferent ethics and privacy issues arising during implementation of
learning analytics in higher education. A total of 93 papers pub-
lished between 2010 and 2021 were qualitatively analyzed, and nine
categories of issues and respective guidelines related to ethics and
privacy in learning analytics were identified. Association rules min-
ing Apriori algorithm was applied, where 93 papers represented
transactions, and 18 categories of issues or guidelines (nine each)
represented items. Two clusters of issues co-occurring in papers
were identified, corresponding to deontology ethics (related to rules
and duties), and consequentialism ethics (related to consequences
of unethical behavior).
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CCS CONCEPTS
• Social and professional topics → Privacy policies; Privacy
policies; • Security and privacy → Privacy protections; Pri-
vacy protections; • Information systems→Association rules;
• Applied computing→ Education.
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1 INTRODUCTION
With rapid intrusion of digital technologies into every aspect of
our lives, issues of discrimination, privacy, security, surveillance,
and trust have emerged from the closed professional communities
into the limelight of general public interest. Learning analytics (LA)
is not an exception. Thus, Griffits [10] argues about the ethics of
LA in a historical context, concluding that it is necessary, beside
practice reflection, to view LA as a manifestation in the education
sector of wider trends which are transforming society, and trying
to recognize future trends. Generally speaking, three major ethical
theories could be considered when designing ethical approaches to
LA: consequentialism, deontology, and virtue ethics [17]. Conse-
quentialism emphasizes the consequences of actions often defining
a set of rights and duties whose purpose is to minimize harms and
to maximize utility [27]. In contrast, deontological approach relies
on normative theories, based on the belief that some choices can
not be justified by their effects, and should be morally required, for-
bidden, or permitted [2]. Virtue ethics emphasizes the development
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of virtues or moral character with the focus on reasoned tendency
to act [14].

On a more pragmatic level, Pardo and Siemens [24] have iden-
tified four principles to categorize numerous issues derived from
privacy in LA: transparency, student control over the data, security,
and accountability and assessment. Even more practical approach,
with strong emphasis on privacy and ethical aspects of LA imple-
mentation at higher education institutions (HEIs), was creation
of the DELICATE checklist by Drachsler and Greller [7] contain-
ing eight action points that managers and decision makers should
consider when planning an implementation of LA.

Focusing on empirical research on ethical issues in the LA litera-
ture, Cerratto Pargman and McGrat [4] have concluded that the top
three ethical areas most often addressed in analyzed papers were
transparency, privacy, and informed consent. They also noticed that
survey was a dominant research strategy with most respondents
representing institutional views rather than student’s perspective.

With numerous ethics and privacy issues arising in implemen-
tation of LA, it is difficult to find a paper addressing all the issues.
Many factors can influence the selection of issues discussed in indi-
vidual papers. Although there are a few review papers on ethical
aspects of LA in higher education, most of them are very recent,
published during 2021. Therefore, some of them were refereed in
online databases after the time of conducting the literature review
that was used as the primary source of data for this research [31].
The aims of these reviews were different from the aim of this pa-
per (e.g., to characterize the type of empirical research that has
been conducted on ethics in LA, to identify the main ethical areas
and knowledge gaps, to identify the possibility of alignment be-
tween the LA and General Data Protection Regulation, etc.) [3, 5].
Also, some of them are focused on all education stages, from early
childhood stage to higher education [13, 30], while the focus of
this paper is on higher education. The goal of this research was to
identify combinations of issues that are usually, or more frequently,
discussed together. One of the approaches to solving this problem
is through association rules mining.

Association rules mining is a data mining technique for finding
rules or associations in large numbers of unordered lists of items.
Its beginnings are connected to market basket analysis, but it is now
used in all areas of human activity, including the education and
learning analytics. Thus, Sutch [28] used association rules mining
to detect combinations of elective subjects taken by high school
students. Liu and Li [20] searched for reasons of MOOC dropouts.
Moubayed et al. [22] looked for associations between engagement
and performance in e-learning. Khaled et al. [16] applied associa-
tion rules mining together with item response theory to analyze
curricula. Wu and Zeng[35] and Wangand Chung [33] identified
associations among students’ success in different courses, while
Kong et al. [18] combined association rules mining with contrast
set mining to deduce psychological features from academic perfor-
mance. Ma et al. [21] aimed to identify students at financial risk,
and Yu et al. [36] identified patterns of co-occurrence of typical
student errors in English as foreign language. In a comprehensive
review of EDM and LA in higher education by Aldowah et al. [1],
association rules mining was identified as a relevant technique,
mainly used to identify relationships between students’ behaviors,
learning materials, and characteristics of performance discrepancy.

This study aims to identify patterns of co-occurrence of ethics
and privacy issues, and respective guidelines appearing in research
literature on applications of learning analytics in higher education.
The patterns can help identify gaps in research and inform decisions
on mitigation of these issues in practice. Therefore, the proposed
research questions are: 1) Which ethical and privacy issues and
guidelines are frequently addressed together, i.e. what are patterns
of their co-occurrence in research literature? and 2) What was the
dynamics of appearance of ethical and privacy issues and guidelines
in research literature?

The paper is structured as follows. The importance of the topic on
ethical and privacy issues of LA in HEIs is emphasized in Section 1.
The research design is described in detail in Section 2. Results of the
research are presented in Section 3 and discussed within Section 4.
Summarized findings are presented in Section 5.

2 RESEARCH METHODOLOGY
Our research design follows Knowledge Discovery in the Databases
process (KDD) [8]. The KDD is an iterative process for discover-
ing useful knowledge from data, applying a data mining method.
It consists of five steps: selection, preprocessing, transformation,
data mining, and interpretation/evaluation. The first four steps are
described in the following subsections, and the last step is covered
by sections: Results, Discussion, and Conclusions.

2.1 Selection, Preprocessing and
Transformation

The data used for analysis were extracted from a literature review
dataset published in open research data portal Harvard Dataverse
[31, 32]. The dataset contains information about 93 research papers
mentioning ethical and privacy issues, or guidelines for ethically
correct application of learning analytics in higher education. For
each paper, three sets of variables were recorded. The first set
of 12 variables comprises bibliographic information. Ethical and
privacy issues, identified by qualitative analysis of the papers, were
classified into nine categories described in Table 1. The second
set of variables contains information on the presence/absence of
these nine categories of ethics and privacy issues. The final variable
contains a comma-separated list of guidelines for dealing with these
issues that were proposed or discussed in each study. The subset
selected for data mining contains 11 variables (paper id, one variable
per issue category, and one variable with guidelines).

Input variables were preprocessed to create a list of vectors con-
taining issues and guidelines present in the respective papers. The
preprocessing included standard descriptive statistics and visual-
izations. Finally, the list was transformed into a transactions object
of the R package arules [12].

2.2 Data Mining
Association rules mining, also known as association analysis, or
frequent itemset analysis, is a widely accepted data mining method.
The association rules mining was conceived for the analysis of
consumer buying behavior. Hence, association rules mining termi-
nology reflects customer transactions (i.e., baskets) that consist of
a specific set of items (i.e., products). The association rules mining
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Table 1: Abbreviations and descriptions of the categories of issues.

Abbreviation Description of the category

Access Storing, using and accessing learning analytics data issues
ConfPriv Learning analytics data confidentiality, privacy and transparency issues
Discr Prejudice, discrimination and other psychological issues
Educ Awareness and educational issues of learning analytics usage
GovPol Lack of learning analytics governance models and policies
Misuse Data misuse, surveillance and data-profiting issues
OwnSha Learning analytics data ownership and sharing issues
Power Unequal power relation and manipulation issues
Trust Mutual trust issues

is based on the market-basket model of data that depicts relation-
ships between two types of objects (items, transactions) with the
following assumptions: each transaction contains a set of items (i.e.,
itemset); the number of items in a transaction is usually assumed to
be small (smaller than the number of observed items); the number
of transactions is usually assumed to be large; the data is assumed
to be depicted by a sequence of transactions in a file [19]. The idea is
to extract itemsets that occur in many transactions, represented as
a corpus of association rules. An association rule {X → Y } consists
of a left hand side (LHS) itemset {X } and a right hand side (RHS)
item {Y } [12]. It implies that if all items in {X } occur in a particular
transaction, then conditional probability of {Y } appearing within
the same transaction is high. The total number of items in both
LHS and RHS is the length of a rule. In our research each paper rep-
resents a transaction, and categories of issues/guidelines represent
items. Thus, there are 93 transactions, and 18 items (nine issues,
and respective guidelines).

Usually, the association rules mining produces a large corpus
of rules. In order to find interesting or relevant rules, numerous
measures of quality or interestingness of rules were proposed [29].
The most often used measures are support, confidence, coverage,
and lift [19].

Support is an indication of how frequently a set of items (is-
sues/guidelines) appears together in the set of transactions (papers).

Support{X → Y } =
f requency(X ,Y )

N
,

where N is the total number of transactions (papers). Coverage
is defined as the support of the left hand side of a rule [12]. It is
used together with support to assess the relevance of a rule, or here,
to how many papers the rule can be applied.

Confidence is a conditional frequency of the RHS, conditioned
on the presence of items from the LHS in a transaction [12].

Conf idence{X → Y } =
f requency(X ,Y )

f requency(X )
=

Support{X → Y }

Support(X )

Lift is a measure of association between the {X } and {Y } , com-
puted as a ratio of the observed frequency of both {X } and {Y }
appearing within the same transaction, divided by the expected
frequency under the assumption of their independence [12].

Li f t{X → Y } =
Support{X → Y }

Support(X ) · Support(Y )
=
Conf idence{X → Y }

Support(Y )

Another important concept for interpretation of rules is redun-
dancy. For two rules {X1 → Y } and {X2 → Y } where X1 ⊂ X2
the rule {X1 → Y } is considered more general. A rule {X2 → Y }
is redundant if there is a more general rule {X1 → Y } with equal
or higher confidence.

The association rules mining and visualization were carried out
in R and RStudio using packages arules, arulesViz, igraph, and
ggplot2 [6, 11, 12, 25, 26, 34]. The rules were extracted using the
Apriori algorithm. The rules were restricted to minimal support of
0.15, and minimal confidence of 0.8, without restrictions on the rule
length. Rules that had a RHS item with support higher than the
chosen confidence (i.e., higher than 0.8) were also removed. Such
items appear very frequently in transactions, and therefore such
rules are not very relevant. Redundant rules were also identified
and removed. The resulting association rules were visualized as a
directed graph. Vertices represent items and rules (items as rectan-
gles, rules as circles). Arcs connect items of the LHS to rules, and
rules to their respective RHS items. Circle size is proportional to
the rule confidence, and higher color intensity represents higher
rule lift. Color palette in the area graph is the palette "Paired" from
R package RColorBrewer, specifically designed to be color blind
friendly [23].

3 RESULTS
The most frequent issue mentioned in the analyzed papers was
ConfPriv. It appeared in 82 (88.2%) papers. Other issues appearing
in more than 50% papers were Access (53 or 57.0%), OwnSha (48
or 51.6%), and Misuse (47 or 50.5%). The most frequent guidelines
mentioned in the analyzed papers were guidelines on ConfPriv
(G.ConfPriv) which appeared in 37 (24.5%) papers, followed by
G.Educ (36 or 23.8%). The third most frequently mentioned guide-
lines were G.Access (26 or 17.2%). Other guidelines appeared in less
than 10% of papers.

Apriori algorithm resulted in 95 rules. After removing rules with
ConfPriv on the right hand side there were 20 rules left. Finally, after
removing seven redundant rules, there were 13 rules to interpret.
There was one rule with length two, nine rules with length three,
and three rules with length four.
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Table 2 shows the extracted rules. Minimal support and confi-
dence were chosen in advance, and the resulting coverage was also
satisfactory, i.e., above 0.16 for all rules. The value of lift for all rules
was relatively high, ranging between 1.42 and 2.42. For rules with
issues on the RHS, values of lift were below two, while for rules
with guidelines on the RHS, lift was above two. This means that for
all rules, the conditional frequency of the RHS conditioned on the
LHS was much higher than the unconditional frequency of the RHS.
Thus, the strength of association was high for all rules, and stronger
for guidelines than for issues. Only five items appeared on the RHS,
three of them were issue categories, and two were categories of
guidelines. Five rules described associations for Access. Issues of
Access were more frequently discussed in papers that discussed
Trust, or Discr and Educ, or Educ and GovPol, or Educ and Misuse
and OwnSha, or Misuse and guidance on ConfPriv (G.ConfPriv).
The rule {Trust → Access} had the confidence of 1, meaning that
every paper that discussed Trust, also discussed Access. Guidelines
on ConfPriv were the only guidelines appearing on the LHS in
these rules.

Misuse appeared on the RHS of three rules. Issues of Misuse
appeared more frequently in papers that discussed GovPol and
OwnSha, or Access and Power, or ConfPriv and GovPol and Own-
Sha. OwnSha appeared on the RHS of only one rule, with ConfPriv
and GovPol and Misuse on the LHS.

Two guidelines appeared on the RHS: G.ConfPriv and G.Educ.
G.ConfPriv appeared in three rules. It appeared more frequently
in papers that also discussed G.Access and G.Educ, or G.Educ and
Misuse, or G.Educ and Power. G.Educ appeared on the RHS of only
one rule, with Discr and G.ConfPriv on the LHS.

Graph representation of rules presented in Figure 1 enables easy
identification of issues and guidelines that only appear on the LHS
or RHS of rules, comparing rules by confidence and lift, and detect-
ing groups of issues or guidelines that are connected by common
rules. Lift is usually interpreted as reflecting the strength of as-
sociation. Thus, associations among guidelines may be seen as
stronger than associations among issues. However, one should take
into account that lift is bounded above by the inverse of the fre-
quency of the RHS. Since frequencies of issues appearing in the
rules are around 50%, their values of lift are bounded above by two.
On the other hand, values of lift for the guidelines are bounded
above by four. Therefore, it is meaningful to compare values of lift
among rules that have similar frequency of the RHS. In our case
that means among the issues or among the guidelines. Within both
these groups of RHSs the values of lift are similar.

After identifying patterns of co-occurrence, it was interesting to
visualize the timing of appearance of issues and guidelines. Figure 2
shows area plots of absolute and relative frequencies of issues (in
the left) and guidelines (in the right) by year of publication. For
both, issues and guidelines, the number of papers grows exponen-
tially, with an extra peak in 2016. The number of papers published
in 2021 was smaller, because the year had not ended yet, and pa-
pers that were already published may not have been referenced in
databases. The shape of the growth curve is the same for issues
and guidelines, however the guidelines were discussed three times
less often than the issues. Among the most frequent categories of
issues, confidence and privacy, ownership and sharing, misuse, and
education demonstrated growth in the number of papers, and a

G.Access

rule 6
G.Educ

rule 7

G.ConfPriv

rule 8

Misuse

rule 9
Power

Discr

rule 4

rule 11

Access
Trustrule 2

rule 1
Educ

rule 5

rule 10

rule 13

rule 12

ConfPriv

OwnSha

GovPol
rule 3

Figure 1: Directed graph representation of extracted associa-
tion rules. Size of rule vertices is proportional to confidence,
and color intensity is proportional to lift.

constant share of papers. The issue category access, on the other
hand, was constantly present with some papers, but the share of
papers was slowly decreasing. Out of the three most frequently
discussed guidelines categories, guidelines on confidence and pri-
vacy showed growth of papers and a constant share. Guidelines on
education were the first to appear, but were constantly present only
after 2016. And category guidelines on access showed the same
pattern as the category access issues—constant presence, but slow
diminishing of the share of papers.
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Figure 2: Absolute and relative frequencies of issues and
guidelines by year of publication.

4 DISCUSSION
Cerrato Pargman and McGrat [4] identified transparency, privacy,
and informed consent as the top three ethical areas addressed in
papers they review. This is consistent with our finding that issues
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Table 2: Association rules for issues and guidelines. Abbreviations starting with G. indicate guidelines for the category of
issues indicated by the subsequent text.

LHS RHS Support Confidence Coverage Lift N

{Trust} {Access} 0.161 1.000 0.161 1.755 15
{Discr,Educ} {Access} 0.151 0.824 0.183 1.445 14
{Educ,GovPol} {Access} 0.183 0.895 0.204 1.570 17
{G.ConfPriv,Misuse} {Access} 0.183 0.810 0.226 1.420 17
{Educ,Misuse,OwnSha} {Access} 0.172 0.842 0.204 1.478 16
{G.Access,G.Educ} {G.ConfPriv} 0.151 0.875 0.172 2.199 14
{G.Educ,Power} {G.ConfPriv} 0.172 0.842 0.204 2.117 16
{G.Educ,Misuse} {G.ConfPriv} 0.172 0.800 0.215 2.011 16
{Discr,G.ConfPriv} {G.Educ} 0.161 0.938 0.172 2.422 15
{GovPol,OwnSha} {Misuse} 0.194 0.818 0.237 1.619 18
{Access,Power} {Misuse} 0.172 0.800 0.215 1.583 16
{ConfPriv,GovPol,OwnSha} {Misuse} 0.194 0.857 0.226 1.696 18
{ConfPriv,GovPol,Misuse} {OwnSha} 0.194 0.818 0.237 1.585 18

of confidence and privacy, the category containing transparency
and privacy, were the most often mentioned issues.

Two clusters of issues / guidelines were identified in Figure 1.
The first cluster was formed by the four rules in the upper right
(rules 6–9) and the associated issues and guidelines. Issues of mis-
use, discrimination, and power appear in the left hand sides of these
rules. Papers discussing issues of power or misuse in combination
with guidelines on education are more likely to also include guide-
lines on confidence and privacy. Papers discussing the issues of
discrimination and guidelines on confidence and privacy are more
likely to also discuss guidelines on education. These are the only
association rules involving guidelines, i.e. normative texts, thus
they can be seen as representing papers taking predominantly a
position of deontology branch of ethics.

The second cluster was formed by the four rules at the bottom left
(rules 3, 10, 12, and 13). All these rules had issues of governance and
policy on the left hand side. Papers discussing issues of governance
and policy were more likely to also discuss issues of confidence and
privacy, misuse, ownership and sharing, and access. These papers
are more focused on consequences of unethical behavior, and can
be interpreted as taking the position of the consequentialist branch
of ethics.

All papers discussing the issue of trust also discussed the issue
of access (rule 1 with confidence of 1). Trust issues can be view
through the lens of virtue ethics.

We have mapped categories of issues and guidelines to the three
ethical theories recognized by Kitto and Knight [17] as relevant for
learning analytics. However, there are other approaches to ethics
that might also be applied in this context. For instance, Fukuda-
Parr and Gibbons [9] suggest that human rights provide a robust
framework for assessment of emerging guidelines on ethical artifi-
cial intelligence. Categories of issues in learning analytics related
to confidence and privacy, access, ownership and sharing may be
viewed through the lens of the rights ethics. On the other hand, the
rights-based approach to morality was criticized by Kapoor [15]
as promoting selfishness, and going "against the ethics of care,
compassion, benevolence and solidarity" by promoting individual

interests at the expense of social solidarity. These opposing views
provide support for Kitto and Knight’s [17] conclusion that combin-
ing different views and ethics theories would be useful for practical
application of ethical learning analytics.

Regarding the dynamics of appearance of ethical and privacy
issues and guidelines in research literature, there were 11 papers
addressing ethical issues published in 2016, the same as the total
number of papers on ethical issues published between 2010 and
2015. The categories of issues appearing in the earliest papers were
those related to access, confidence and privacy, and discrimination,
issues already discussed within business analytics, and applied
to the education sector. Issues appearing later were those more
specific to learning analytics, reflecting maturing of the field. All
nine categories of issues were addressed already during the early
period until 2015. It is interesting to note the peak in the number of
papers published in 2016. It is due to the eight papers published in
the special issue of the journal Educational Technology Research
and Development with the topic Exploring the Relationship of
Ethics and Privacy in Learning Analytics and Design: Implications
for the Field of Educational Technology.

The limitation of this research is that it is based on data gener-
ated for a literature review with different objectives and research
questions. Thus, mapping of issues and guidelines into categories
did not involve identification of ethical theories underlying the re-
viewed papers. The methodology used in the paper is exploratory in
its nature—aiming to detect patterns in data. An independent study
should validate interpretation of the detected clusters of issues and
guidelines.

5 CONCLUSION
The use of association rules mining enabled identification of pat-
terns of co-occurrence of issues and guidelines that were interpreted
as reflecting deontological (patterns including guidelines) and con-
sequentialism (patterns including issues) ethical theories. When
deliberating ethical issues people tend to base their arguments on
one of the ethical theories, e.g. deontology, consequentialism, virtue
or rights. We propose that approaching the issues of ethics and
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privacy in learning analytics combining the points of view of dif-
ferent ethical theories would be beneficial. Structuring guidelines
and communication about ethical issues in learning analytics based
on combination of different ethical theories may broaden our un-
derstanding of different ethical issues, and increase buy-in from a
wider range of stakeholders.
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